Vulnerability Disclosure Program
Report a security vulnerability

At Ourgift2u, we take cybersecurity seriously and understand the importance of working with
our members and the community to disclose security vulnerabilities in our systems
responsibly.

To keep Ourgift2u and our members’ privacy safe, we have teamed up with Hackerone
AWS VDP to develop and manage our responsible Vulnerability Disclosure Program (VDP).

If you have identified a security vulnerability in our systems, please let us know by
participating in this Program.

To see the terms of the Program and to disclose vulnerabilities, please complete this
submission form on the Hackerone site https://hackerone.com/directory/programs

A bit more on the disclosure process

Our Vulnerability Disclosure Program follows a simple and efficient process with Hackerone.
To ensure Hackerone can quickly and effectively respond to your vulnerability disclosure,
please provide as much detail as possible, including:

e The type of vulnerability you have identified.

e The location of the vulnerability (e.g., website URL, specific page, or feature).

e The steps needed to reproduce the vulnerability.

e Any other relevant information that may help us understand and address the issue.

Please note you must make disclosures via Hackerone, not directly to Ourgift2u. Ourgift2u
does not condone malicious or illegal behavior in identifying and reporting security
vulnerabilities.

Ourgift2u also does not accept any liability or take any responsibility in relation to any
vulnerabilities you identify where you act, or continue to act, in a way which continues or
increases your vulnerability and/or where you fail to disclose the vulnerability in accordance
with our VDP.



